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Introduction

My topic is the protection of privacy in your dealings with the media.  While the topic appears to be an oxymoron you and I both know the reality of life out there, especially the pressures to respond to inquiries and to avoid or deflect adverse publicity. Similarly, we all, from time to time, feel the weight of what is alleged to be the public interest being brought to bear by the fourth estate.  Added to all this we know that Ministers, their staff and minders, our own medical and administrative staff,  Chief Executive Officers (and even, dare I say occasionally your own Area Board Chairpeople) are more than anxious to have what we do in the health system portrayed in the most favourable light possible.

So what if Alex Mitchell is baying for newsblood about the psychiatric history of a person recently detained by Police as a person of interest in relation to the immolation of several residents in a youth hostel?  What do you say to a rather vociferous Kath Lipari, David Penberthy or, God spare us all a puffing Piers Ackerman or a gibbering Alan Jones who demands the nurses’ notes on a Sydney starlet who was recently seen leaving a plastic surgery ward swathed in crepe, or “sneaking” into a drug or alcohol rehabilitation facility?

What do you say? 

Two words, “bugger off”. 

Don’t be shocked, don’t be afraid, you can do it, you should do it and if you do it, the law protects you. By contrast, if you don’t, then you and your Area Health service may well be in serious trouble, and you all know, in this system whose neck will be on the block and whose career will be down the drain in those circumstances.

Legislation

Decisions about the provision of personal information to the media have, until the passage of the Privacy & Personal Information Protection Act 1998 (PPIP ACT) been largely left to the discretion or internal policy of the organisation holding the information.

I am happy to say that in the past NSW Health provided excellent guidance on this topic in its publication the Information Privacy Code of Practice, which is now somewhat superseded by the PPIP Act and will soon be further supplanted  by the Health Records Information Privacy Bill (HRIP Bill) now  before the State Parliament.

So how do/will the PPIP Act and the HRIP Bill assist in making decisions about requests for information about Health Service clients?

Privacy & Personal Information Protection Act 1998

· Definitions
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(1) In this Act personal information means information or an opinion (including information or an opinion forming part of a database and whether or not recorded in a material form) about an individual whose identity is apparent or can reasonably be ascertained from the information or opinion.


(2) Personal information includes such things as an individual's fingerprints, retina prints, body samples or genetic  characteristics.
This is a very broad definition which does not require the actual name of the person for the information to be defined as “personal information”. In my recent Special Report to Parliament I found that the subject of the complaint was identified in a small community by virtue of the publication of information by the media which did not include the subject’s name. The complainant was constructively identified by the publication of the information.

Care must therefore be taken where information provided to the media includes anonymised information. It is sometimes possible to constructively identify an individual by identifying their circumstance. This will become an area of increasing control as more powerful search engines, aggregation and mining of databases and links with other sources of information proliferate.

To give one example : some years ago a hospital in the state of Massachusetts released what it thought was some aggregated, anonymised health data. As an exercise, one of the privacy advocacy organisations combined that with other publicly available data such as zip-code information, voting and census roles and property ownership registers to identify precisely, from that hospital data,  the individual health record of the Governor of that State.

The limits on the disclosure of personal information under the PPIP Act are as follows:

18(1)
Limits on disclosure of personal information

A public sector agency that holds personal information must not disclose the information to a person (other than the individual to whom the information relates) or other body, whether or not such other person or body is a public sector agency, unless: 

(a)  the disclosure is directly related to the purpose for which the information was collected, and the agency disclosing the information has no reason to believe that the individual concerned would object to the disclosure, or

(b)  the individual concerned is reasonably likely to have been aware, or has been made aware in accordance with section 10, that information of that kind is usually disclosed to that other person or body, or

(c) the agency believes on reasonable grounds that the disclosure is necessary to prevent or lessen a serious an imminent threat to the life or health of the individual concerned or another person.
There would be very few circumstances in which you would be asked to provide client information to the media in order to prevent or lessen an imminent threat to the life or health of the individual concerned. 

19(1)
Special restrictions on disclosure of personal information


A public sector agency must not disclose personal information relating to an individual's ethnic or racial origin, political opinions, religious or philosophical beliefs, trade union membership, health or sexual activities unless the disclosure is necessary to prevent a serious or imminent threat to the life or health of the individual concerned or another person.
The only concrete exemptions in the PPIP Act to the prohibitions on disclosure of sensitive personal information are to be found in sections 26(2) and section 28(2):

s26(2)
A public sector agency is not required to comply with section 10, 18 or 19 if the individual to whom the information relates has expressly consented to the agency not complying with the principle concerned. 

s28(2)
A public sector agency is not required to comply with section 19 if, in the case of health related information and in circumstances where the consent of the individual to whom the information relates cannot reasonably be obtained, the disclosure is made by an authorised person to another authorised person involved in the care or treatment of the individual. An authorised person is a medical practitioner, health worker, or other official or employee providing health or community services, who is employed or engaged by a public sector agency.

The Privacy Code of Practice for NSW Health made under section 29 of the PPIP Act allows for the disclosure of health related information in the same circumstances described in section 28(2), but it also allows for the disclosure of that information to health service provider which is not a public sector agency. There are other exemptions to the prohibition on disclosure but none allow for the disclosure of health or any other personal information to the media in the absence of the express consent of the individual.

Express consent is therefore the key consideration to making decisions about providing client information to the media. Express consent must involve the same considerations given to obtaining express consent to medical procedures, that is clients must be warned about the consequences of allowing their personal information to be published. While there is an element of ‘caveat emptor’ in individuals choosing to be identified by the media, NSW Health clients should be counselled against disclosure because they lose control of the information once it is in the hands of a news editor. It is also possible that the effects of trauma or medication might hamper an individual’s ability to be cogniscent of the ramifications of agreeing to provide their personal information to the media.

The Health Records and Information Privacy Bill 2002 (HRIP)

If the Bill is passed unamended by the NSW Parliament it will set a higher standard of privacy protection for health information than currently exists under the Privacy & Personal Information Protection Act 1998. Like the recent amendments to the federal Privacy Act 1988, the HRIP Bill will require that both the public health sector and the private health sector maintain the privacy of clients health information, enable clients to access their own personal information, and provide a mechanism for dealing with health information related complaints.

The definition of health information is defined in clause 6 of the Bill as:

· information about an individual’s physical or mental health or disability

· an individual’s express wishes about their future healthcare

· the health service which has been or will be provided to an individual

· other information necessary to provide healthcare to the individual

· information about an individual’s donation or intended donation of body parts, organs or substances

· genetic information about the information or information arising from that information which could provide information about a family member

I note that ‘News Media’ as defined in clause 15 of the Bill, are not required to comply with certain Health Protection Principles in Schedule 1 of the Bill or to Part 4 in certain circumstances. The principles prescribe the collection of information and notification provided to the individual and the use, disclosure or the flow of health information outside NSW or to a Commonwealth agency. Part 4 enables individuals to seek access and correction of their health information which is held by a private sector person. Unless and until news media publishes health information about an individual they are exempt from the requirement to tell individuals about their holdings of health information. This exemption also applies to the requirements to allow individuals access to their health information requests and requests for amendment of health records unless and until the information is published.

It is important to remember that while a sector of the community might be exempt from compliance under either the PPIP Act or the HRIP Bill in the way they collect or deal with personal or in this case health information, that sector does not have carte blanche to require that other sectors provide information. If you hold personal or health information and an organisation or an individual asks you to disclose that information on the basis that they are exempt from compliance with either the PPIP Act or the HRIP Bill, do not fall for it. Remember you are the custodian of the information and it is your organisation which is legally bound to keep the information private unless you are satisfied that you are exempted from complying with the legislation.

By way of example, it recently came to the attention of Privacy NSW that the RTA, one of the largest custodians of personal information in NSW, was allowing the NSW Police  access to personal information through an electronic link to the RTA’s Drives database. The RTA was fooled into thinking by the Police that the decision about allowing access to the information rested with the Police and because the Police are exempted from compliance with the Act in all but their administrative and educative functions, the RTA put up no resistance. This was a case of false logic. It was the RTA’s responsibility to require the Police to put a case to them which demonstrated that the information would be required for a purpose which met the law enforcement exemptions in section 23(5) of the PPIP Act. We are still waiting for a response from the RTA but preliminary advice suggests that the Police will not be happy.

So what’s the lesson for your requests for client information from the media?

Knowing what we do about the way the media operate particularly where the public interest in a matter is great or it is constructed that way, there is much pressure to provide personal or health related information to the media. Remember this first and foremost, you are the custodian of the information, you are legally obliged to keep that information private. Let me paint a few scenarios:

Q. A journalist from the Sydney Morning Herald is doing a background story on an identified individual who has been charged with an indictable offence. You are asked to provide information about this person’s treatment as an inpatient in a Sydney psychiatric hospital.

A.  Remember the definition in the HRIP Bill “other personal information collected to provide, or in providing,  a health service”. To say to the journalist I can’t give you information about Mr X’s admission is actually confirming that Mr X was admitted as an inpatient and is thus breaching that provision. To a journalist this is solid evidence that Mr X committed the crime. So what should your response to the question be? Something along the lines that you are not permitted by law to provide information about inpatients, outpatients or staff of NSW Health and that you can neither confirm nor deny that Mr X was ever a client of any NSW Health service. It may not convince the journalist but you have maintained the privacy of Mr X and you have met your legal obligations.

Q.  An individual presents at your office asking for information about their great aunt who died in a regional hospital 10 years ago. 

A.  While the definition of health information in the HRIP Bill does not provide guidance on the status of information relating to deceased persons, the definition of personal information in the PPIP does. Personal information includes information about person who has been dead for 30 years or less. Unless the reasons for the request meet any of the exemptions to the prohibition in the PPIP Act you must not provide the information.

Q.  You are on the receiving end of a large number of media enquiries following a motor vehicle accident involving a bus carrying twenty people from a small country town, only one of whom is a female. All the passengers and the driver are injured. You are asked to draft a media release detailing the number of casualties, the sex, approximate age and the extent of the injuries and you do not include any names, or addresses of the injured. Are you satisfying the requirements of the PPIP Act and the HRIP Bill (Act)?

A.  It is obviously not possible to obtain consent from the injured persons to the disclosure of the information and so your aim is to provide information about the injured people without identifying them. While it appears that you have taken steps not to disclose personal or health information there is an issue here about constructive identification. If you state that only one of the passengers on the bus travelling from the names town was a woman who suffered certain injuries in the accident, it is possible that you have constructively identified the woman in the country town and that he family and friends might learn of her injuries through the media rather than through the hospital.

Q. And in a final scenario you are bombarded with telephone calls from several media sources all asking for information about an individual who is lying unconscious in intensive care in RPAH. The individual is a participant in the Sydney version of Big Brother who collapsed suffering from a severe case of over-exposure. 

A.  You consider the request, you understand the enormous public interest and you are aware of your obligations under the PPIP Act and the HRIP Bill (Act). Clearly the individual cant consent to the disclosure. You feel the weight of the media pressing upon you. What do you do? You draft a press release which states that no information about the individual may be disclosed and you cite the PPIP Act and the HRIP Bill (Act). If information is to be disclosed to the media, it is up to the next of kin.

So in conclusion, it is possible, if not mandatory in certain circumstances to respond to requests for client health or personal information from the media with a firm but polite legal equivalent of “bugger off”. To do otherwise is to run the risk of breaching the PPIP Act and/or the HRIP Bill (Act). The HRIP Bill in conjunction with the PPIP Act place obligations upon you as media officers to maintain the privacy rights of those individuals who are in the care of NSW Health and who rely on you to make their road to recovery free from worries about breaches of privacy.

I appreciate that many of you will come under pressure from time to time to compromise in this regard - local factors, politics, elections, the need to impress the funding masters, the ego of clinicians, the timidity of administrators, the desire to be co-operative and the merest temptation for self-promotion and establishing potentially useful future relationships with the media will all impact upon you.

The integrity of the health system which cannot operate without effective protection of the privacy of the individuals which it seeks to serve, is dependent, ultimately,  upon the personal integrity which you invest in it.
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