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FUNCTIONS OF THE COMMITTEE

Section 15 (1) of the Privacy Committee Act sets out the powers, duties and functions of the Comnuttee as follows:

"15
(1) 
Subject to this Act, the Committee ‑

a) may conduct research and collect and collate information in respect of any matter relating to the privacy of persons;

b) may and, if directed by the Minister so to do, shall make reports and recommendations to the Minister in relation to any matter that concerns the need for or the desirability of legislative or administrative action in the interests of the privacy of persons;

c) may make reports and recommendations to any person in relation to any matter that concerns the need for or the desirability of action by that person in the interests of the privacy of persons;

d) may receive and investigate complaints about alleged violations of the privacy‑of persons and in respect thereof may make reports to complainants;

e) may, in relation to any matter relating to the privacy of persons generally, disseminate information and undertake educational work;

f) may, in relation to any matter relating to the privacy of persons generally, make .public statements; and

g) may, for the purposes of this Act, conduct such inquiries and make such investigations as it thinks fit.

(2) The Committee shall, from time to time when requested by the Minister, prepare and submit to the Minister programmes for the examination of matters relating, to the privacy of persons and pursue those programmes in such order, if any, as is determined by the Minister and notified by him to the Committee.

(3) Any member of the Committee may submit to the Minister a minority report or recommendation on any matter in respect of which the Committee makes a report or recommendation to the Minister."
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EXECUTIVE SUMMARY

1. Workplace drug testing in New South Wales is carried out by a range of organisations in both the public and private sectors. However the full extent of the practice is difficult to ascertain (Chapter 4).

2. There are indications that many more employers and some 'industry regulators are currently deciding whether to introduce drug testing in New South Wales workplaces (Chapter 4).

3. Workplace drug testing is privacy invasive, in terms of both physical privacy and information privacy ("data protection") interests (Chapter 5)

4. The taking of biological samples for drug testing, where it is carried out without the freely given consent of the subject of the testing, is intrusive of physical privacy Chapter 5).

5. Workplace drug testing intrudes on information privacy interests because it involves the collection of personal information about the person being tested, without that person's freely given consent (Chapter 5).

6. The extent to which information privacy is affected by a workplace drug testing program will depend, among other things, on how the personal information is collected, what information is collected, how it is used, and to whom it is disclosed (Chapter 5).

7. Drug testing suffers from problems relating to the accuracy and relevance of test results and the cost of testing. There are alternative, less privacy invasive, means of addressing the workplace problems caused by the use of alcohol and other drugs (Chapter 6).

8. Workplace drug testing can not be justified except in circumstances where it can be shown that the benefits of testing are significant enough to outweigh important privacy interests (Chapter 7).

9. The Privacy Committee concludes that workplace safety is a concern of such importance that, in some circumstances, workplace drug testing for  safety reasons may be Justified (Chapter 7).

RECOMMENDATIONS
Recommendation 1:
Unless specifically authorised by legislation, workplace drug testing should only take place when:

i) a person’s impairment by drugs would pose a substantial and demonstrable safety risk to that person or to other people; and

ii) there is reasonable cause to believe that the person to be tested may be impaired by drugs; and

iii) the form of drug testing to be used is capable of identifying the presence of a drug at concentrations which may be capable of causing impairment.

Recommendation 2: 

Workplace drug testing should be prohibited by legislation other than when:

i) a person's impairment by drugs would pose a substantial and demonstrable safety risk to that person or to other people; and

ii) there is reasonable cause to believe that the person to be tested may be impaired by drugs; and

iii) the form of drug testing to be used is capable of identifying the presence of a drug at concentrations which may be capable of causing impairment.

Recommendation 3:
Workplace drug testing that is permitted should be subject to procedural standards, set out in legislation, to protect the privacy interests of those who are tested.

CHAPTER 1

1.
INTRODUCTION

"The technology of drug testing is being allowed to shape the limits of human privacy and dignity.

The situation should be the other way around. Notions of respect for individual privacy and autonomy should place limits on the intrusions which technology will be permitted to make into personal lives. In other words, the uses of technology should not limit human rights. Human rights should limit the uses of technology. "1

This report studies the privacy issues associated with workplace drug testing. Drug testing is Just one of a number of new technologies and .practices being introduced in the modern workplace which have serious implications for the privacy and dignity of those that work there.2
Employees are increasingly subject to electronic monitoring through the use of computers, optical and telecommunications equipment.

For example, computers can be used to measure the keystrokes of computer operators, the number of transactions they complete or the time taken to complete transactions. Optical surveillance using video cameras or other technologies can be used to monitor employees to prevent workplace theft or to check work performance by seeing how well individual employees work, what breaks they take and how long these breaks are. Telecommunications equipment can be used to monitor employees' telephone contact with customers and other people and to record information about telephone usage.

Some of these new technologies and. practices extend further than just monitoring the activity of employees wile they are at work Employees and job applicants are increasingly. subject to various forms of psychological or physical testing, including genetic testing, personality testing and drug testing.

In New South Wales workplace drug testing is already carried out on the roads, the railways, by some airlines and by mining companies Drug testing of professional sports people, notably rugby league players, is also performed.  The extent to which workplace drug testing is being used in other contexts is unclear but these examples may be just the tip of an iceberg.

There are indications that many more employers and some industry regulators are currently considering whether to introduce drug testing in New South Wales workplaces.

It is important to ensure that the significant privacy issues surrounding workplace drug testing receive the fullest consideration, by employers, industry regulators, government and the community at large.

The Privacy Committee first highlighted its concerns about workplace drug testing in a 1988 Privacy Bulletin. In that publication the Committee noted that, given the privacy invasive nature of drug testing, very strong arguments would be required to justify any workplace drug testing program.3
This report asks whether there are circumstances in which drug testing in the workplace can be justified. In seeking the answer to this question the Committee has taken into account:

· the extent to which drug testing is privacy invasive, both in terms of physical privacy and information privacy ("data protection");

· the nature and extent of the problems that drug testing in the workplace aims to address;

· the extent to which drug testing is likely to be effective in addressing  these problems;

· whether there are alternative, less privacy invasive, means of addressing these same problems;

· what privacy safeguards are necessary in the event that programs for drug testing in the workplace are implemented;

· whether legislative prohibition or control of workplace drug testing is desirable and, if so, what form this legislation should take.

CHAPTER 2
2
WHAT IS WORKPLACE DRUG TESTING?
2.1
Introduction
This report uses the term workplace drug testing to describe drug testing in work related contexts, including situations where testing is performed by or on behalf of public or private sector employers or by government regulatory bodies.

For example, workplace drug testing at coal mines might include drug testis g by mining companies or by the New South Wales Chief Inspector of Coal Mines. Airline pilots might be tested by airline companies or by the Commonwealth Civil Aviation Authority.

Drug testing of professional sportspeople, such as rugby league players or ,jockeys, can be considered a category of workplace drug testing. Drug testing in the sports context involves some considerations which are different from those usually present in general workplace contexts.

Important among these considerations is that sorts drug testing usually focuses on the detection of performance enhancing drugs, such as anabolic steroids, rather than on drugs that tend to imp air work performance. The motivations for sports drug testing also include elements not present in general workplace contexts, notably ethical and practical concerns about fair play between competitors,

The Privacy Committee has not concentrated on addressed sports drug testing issues in this report. However, a comment on drug testing in sport is set out in Chapter 9.

2.2
What Drugs are Tested For? 


The drugs that maybe tested for vary according to the purpose of the testing, the practical limitations of the equipment being used and the costs associated with testing

It can include testing for legal drugs including alcohol, prescription and over-the-counter pharmacy drugs, and testing for prohibited drugs such as cannabis, cocaine, amphetamines and heroin.

Some drug testing programs test for all these drugs, others for only some of them (for example, only for prohibited drugs).

2.3
How is Drug Testing Done?

The presence of drugs or their metabolites (break-down products) can be detected by, analysing a range of body samples including blood, urine, breath, hair and saliva.

A variety of drug testing methods are available. In practice the testing methods most likely to be used involve breath or blood testing for alcohol, and urine or blood testing for other drugs.

The most common methods of testing for drugs (other than alcohol) test urine. Most of the current technology for drug testing is designed for urine rather than for blood. Urine is the specimen of choice for a range of reasons which include the following:

· it is relatively easy and inexpensive to collect it through or urination (compared to blood testing which requires qualified heal staff and medical equipment, such as syringes);

· it can be collected in relatively large volumes;

· drugs and their metabolites are usually more concentrated in urine than in other accessible body samples; .

· detection of drugs and their metabolites is easier in urine than in blood.4

Because urine drug testing is the most common form of testing for drugs other than alcohol it is given most attention in this report.

2.4
Who is Tested?

Workplace drug testing can involve testing. job applicants. (pre-employment testing), existing employees, or both, depending on the particular drug testing program.

All applicants for positions with an employer may be subject to testing, either before or after an offer of employment. Alternatively, only those applying for certain positions, for example positions which present serious safety risks, may be required to submit to a drug test.

Similarly, in the case of existing employees, all employees may be subject to testing, or only those who occupy, or who are seeking transfer to, certain positions.

2.5
When Is Testing Done?
The circumstances in which job applicants or employees are selected for testing will also depend on the particular drug testing program and can vary considerably.

Workplace drug testing can involve universal testing (where everyone in the group is tested) or random testing (where only some people in the group are selected at random.) These types of testing can be carved out as one‑off measures or periodically.

Workplace drug testing programs may provide that people be tested when there is a belief (or reasonable grounds for belief) they have used or are impaired by a drug. Testing can also be carried out following accidents, either with or without reason to believe that drug use may have been a contributing factor. 

CHAPTER 3

3.
WHY TEST FOR DRUGS IN TAE WORKPLACE?

Proponents of drug testing advance a number of justifications for its use. These justifications can be grouped into the following broad and overlapping categories:

*
concerns about workplace safety

*
concerns about productivity;

*
concerns about employee health; .

*
concerns about the integrity and honesty of employees;

3.1
Safety
The justification most commonly advanced in support of drug testingg is that it may improve orkplace safety by identifying employees who should either be remove from the workplace or given assistance to overcome drug or alcohol problems. That is, employees who use alcohol or other legal drugs inappropriately, or who use illegal drugs are, considered to represent a greater safety risk than other employees.

Under the New South Wales Occupational Health and Safety Act 1983 employers have a general duty to ensure the health, safety and welfare at work of their employees. This obligation can be used to justify the introduction of workplace drug testing programs."

3.2
Productivity

Another justification advanced in support of workplace drug testing is that it may improve the productivity and efficiency of the workplace by enabling the identification of fob applicants why use drugs or by deterring drug use by existing employees.

The production costs which might be reduced by not hiring jab applicants who test positive and by deterring drug use by existing employees include those arising from accidents, absenteeism and worker turnover, hearth care and worker's compensation.

3.3
Health
Drug testing can be used to identify employees who may need help with drug dependency problems or other health problems related to drug use.

It is sometimes proposed that drug testing should form one past of employee assistance programs. Employee assistance programs are aimed at providing assistance to employees who have personal proems, including problems that are not necessarily related to drug use, for example, financial and domestic difficulties.

3.4
Integrity and Honesty

In the case of prohibited drugs, drug testing can be used to assess the personal integrity, honesty or law-abidingness of employees or potential employees. Employers may consider people who use prohibited drugs to be less honest or otherwise less desirable as employees.

For example an employer may reason that if a person is prepared to break the laws against the use of prohibited drugs he or she may be more likely to steal from the employer.

More broadly, an employer may object to the use of prohibited drugs on moral grounds and believe that it is justified to use workplace drug testing in order to assist in reducing the use of prohibited drugs in the community generally.

CHAPTER 4

4.
DRUG TESTING IN NEW SOUTH WALES

This chapter of the report provides an overview of current workplace drug testing practices and some proposals affecting workplaces in New South Wales.

4.1
Motor Vehicles
One form of workplace drug testing is carried out under the Traffic Act 1909 (NSW). Of course, all drivers may become subject to this form of drug testing, not just those who drive for a living.

Briefly, a member of the Police Service can require any person driving a motor vehicle to undergo a breath test for the purpose of detecting offences related to driving with more than the prescribed concentration of alcohol in the bloods.5
Samples of blood and urine can be taken in order to test for other drugs only where a person has already tested negative to the alcohol breath test and the police officer has a reasonable belief that the person is under the influence of a drug.6
4.2
Railways
Railway employees employed by the State Rail Authority are subject to drug testing under the provisions of Schedule 4 of the Transport Administration Act 1988.

This testing applies to those employees who carry out railway safety work, as defined in the Act, .which includes working as a driver, guard, observer or engineman on a train, working as a station-master or signal operator, and repairing railway tracks or rolling stock.7
These employees are subject to pre-shift random breath testing and to breath testing on the job where there is reasonable cause to believe that there is alcohol in the employee's blood or where the employee has been involved in an accident or irregular mcident.8
As is the case under the Traffic Act 1909, blood or urine samples can be taken only where the person has already tested negative to the alcohol breath test. The State Rail Authority's authorised officer or a police officer must have a reasonable belief that the person is under the influence of a drug.9
4.3
Prisons
A prison officer can be required to submit to an alcohol breath test by a prison superintendent or deputy superintendent if there is reasonable cause to believe that the prison officer is under the influence of alcohol while on duty. 10

4.4
Australian Defence Force
All of the armed services carry out some form of drug testing. The Defence Force Discipline Act 1982, which . applies to all armed services, permits specimens to be taken from people in custody in respect of service offences where an investigating officer has reasonable grounds to believe that analysis of the specimen is likely to provide evidence of, or relating to, a service offence. 11 Service offences include offences involving drunkenness and the use or possession of drugs.12
The Royal Australian Navy conducts drug testing for alcohol and other drugs under the provisions of the Defence Force Discipline Act and additional drug testing as a condition of continued retention of personnel who have previously returned a positive drug test. The Australian Regular Army also conducts ding testing .in the course of the investigation of service offences. The Royal Australian Air Force conducts drug testing for alcohol and other drugs in respect of all aircrew involved in an aircraft accident or irregular incident.

While drug testing in the armed services is generally limited to situations where there is a reasonable belief that the person to be tested has used drugs, from time to time proposals for the introduction of more widespread drug testing are canvassed.13  Most recently it was reported that in reaction to cannabis use detected at an Army establishment in Wagga Wagga, members of the Defence Forces may become subject to an annual mandatory drug test.14
4.5
Law Enforcement Agencies
Law enforcement agencies have expressed interest in drug testing personnel involved in enforcing the drug laws.

In 1990 the Commissioner of the Australian Federal Police (AFP) was reported to have proposed establishing a drug testing program for AFP officers and public service staff.  It was reported that the New South Wales Police Service was also interested in introducing drug testing.l5
To the knowledge of the Privacy Committee neither agency has yet introduced any form of drug testing program for its staff but at least in the case of the AFP, the idea remains under active consideration.

4.6
Coal Mining 
The coal mining industry has shown interest in drug testing. This interest has come from coal mining employers and government regulators.

In 1991, two New South Wales coal mining. companies introduced comprehensive drug testing. policies including provisions for breath and urine drug testing of all job applicants and random breath and urine testing of all employees in designated ''safety critical" positions.

The Department of Mineral Resources is considering draft regulations under the Coal Mines Regulation Act 1982 (NSW) which would provide Departmental inspectors with powers to conduct drug testing following accidents or reportable occurrences. The draft regulations may also encourage coal mines to introduce their own random testing programs.

4.7
Airlines

Some Australian domestic and international airlines conduct pre‑employment testing of certain categories of employees, particularly flight and cabin crew.

The Commonwealth Civil Aviation Authority is considering the introduction of new civil aviation regulations to permit the Authority to conduct drug testing of people in safety critical areas, either after accidents or incidents or for "Just cause."16

4.8
Conclusions
This overview of drug testing practices and proposals in New South Wales workplaces is not exhaustive.  It is likely that there are other existing or proposed drug testing programs of which the Privacy Committee is not aware.

While it is clear that workplace drug testing in New South Wales is being carried out by a range of organisations in both the public and private sectors the full extent of this practice is difficult to ascertain.

In particular, it is not clear how prevalent drug testing practices have become in the private sector, especially where drug testing is tamed out before people are employed. Complaints received by the Privacy Committee suggest that it is becoming increasingly common.

It is conceivable that workplace drug testing is being carried out without the people who are tested being informed.  In Canada, the Ontario Human Rights Commissioner has noted that some companies are testing for drugs in urine samples that are collected for entirely other reasons, without informing the employees in question.17  This may also be occurring in New South Wales.

In 1991 nine of the top 600 Australian companies (or about 1.5%) reported having drug testing procedures for employees.l8  A more recent survey found that 11.5% of a range of private and public sector organisations had some form of drug and alcohol testing program.19 . This survey result tends to support the view that workplace drug testing is increasing.

It does not appear that workplace drug testing is yet as common as it has become in the United States of America.  It has been reported that nearly two-thirds of major United States companies used some form of drug testing in 1990.20  In addition, United States federal government agencies are required to conduct drug testing programs as a consequence of an Executive Order signed by President Reagan in 1986.21 Nearly half a million federal government employees are in positions which render them subject to random drug testing under this Executive Order.22
The prevalence of workplace drug testing in the United States has some implications for Australia through the introduction of drug testing programs by Australian subsidiaries of United States companies.

CHAPTER 5

5.
DRUG TESTING AND PRIVACY ISSUES

 The privacy issues raised by workplace drug testing relate to both physical privacy and information privacy. Central to the question of whether a person's physical or information privacy has been breached is the issue of whether the person freely consented to the privacy intrusion.

5.1
Consent

There are a number of circumstances where people give their consent to the taking of biological samples, for example in the course medical treatment. They also frequently give their consent to the collection of information about themselves from the analysis of those samples, for example to diagnose the cause of an illness.

Workplace drug testing, on the other hand, intrudes on physical and information privacy because it usually involves the taking of biological samples and the collection of personal information without the freely given consent of the subject.

Unless a refusal to take a drub test truly has no consequences for the employee or job applicant then any consent obtained prior to the test cannot be considered to be freely given. Workplace drug testing is rarely completely voluntary and refusal to submit to a test usually results in counselling or disciplinary action such as transfer, demotion or dismissal.

In the case of pre-employment drug testing it can be more easily argued that a job applicant as freely consented to the drug test, as the job applicant can simply withdraw the application if he or she objects to testing. But missing out on a yob opportunity is as much a penalty for refusing to undergo a test as demotion or dismissal, even if in this case the penalty is applied by the job applicant rather than directly by the prospective employer.

Consent to testing must also be "informed"  That is, it must be given while the person is in possession of all the relevant facts about the proposed test, an issue discussed more fully in 5.3 below.

5.2
Physical Privacy 
Physical privacy can be described as the interest individuals have in maintaining a degree of freedom from interference with their person and their personal space.

The term "physical privacy", used in this way, includes elements of the privacy interests described by the Australian Law Reform Commission as being concerned with "privacy of the person" and "territorial privacy" 23
To varying degrees the collection of biological samples for drug testing, where it is tamed out without the freely given consent of the subject of the testing, is intrusive of physical privacy.

It is likely to be highly intrusive in the case of the collection of blood or urine. It is less intrusive in the case of breath testing for alcohol.

The collection of blood samples clearly involves a physically invasive medical procedure, that is, the puncture of the skin by a needle and the extraction of blood using a syringe.

Urine sample collection is associated with close observation of the process of urination in order to avoid cheating.

Urination is normally an activity that people carry out in private or free of active observation. Observation of this activity is both highly intrusive and capable of embarrassing and humiliating those people subjected to it.

One woman who was forced to undergo a urinalysis test described the experience as follows:

I was not informed of the test until I was walking down the hall towards the bathroom with the attendant. I thought no problem have had urine tests before and I do not take any type a of drugs besides occasional aspirin. I was led into a very small room with a toilet, sink and a desk. I was given a container in which to urinate by the attendant. I waited for her to turn her back before pulling dawn my ants, but she told me she had to watch everything I did. pulled down by pants, put the container in place - as she bent down to watch - gave her a sample and even then she did not look away. .I had to use the toilet paper as she watched and then pulled up my pants. This may sound vulgar - and that is exactly what it is….. I am a forty year old mother of three and nothing I have ever done in my life equals or deserves the humiliation, degradation and mortification I felt.24
There are many means by which a urine specimen might be interfered with in order to avoid a positive result. They include sample substitution (the substitution of "clean" urine for that of the test subject) and sample tampering (for example, by dilution or adulteration of the sample). Observation of the genital area while urination occurs is, therefore, often considered necessary in order to rule out such interference.

There are a number of ways to reduce the chances of interference with samples and dispense with the need to actually observe urination. For example, people may be given no warning that testing is to take place and then be made to give then urine sample in a room which has had coloured solutions added to the toilet bowl water and other water sources to prevent dilution. This would still mean that test subjects would need to be closely searched before entry to the roam to ensure they do not import clean samples. Even then it may be possible for a determined person to dense a method to substitute a urine sample.

Even if there is no direct observation of urine collection or if technology becomes more widely available to allow samples to be taken in a minimally intrusive manner (far example by testing hair or saliva as opposed to blood or urine) the physical privacy issues connected with workplace drug testing would remain.

This is because any process of acquiring personal information from a person's biochemistry without their consent is intrusive:

"The use of a person's body without his consent to obtain information about him, invades an area of personal privacy essential to the maintenance of his human dignity.” 25
If workplace drug testing is carried out on samples which have already  been taken with consent, for example in the course of a routine medical examination, the drug testing will add no new intrusion on physical privacy. It will, however, involve an intrusion on information privacy rights.

5.3
Information Privacy

Information privacy can be described as the interest people have in exercising some degree of control over the collection, storage, use and disclosure of information about themselves.

The extent to which information privacy is affected by a workplace drug testing program will depend, among .other things, on how. the personal information is collected, what information is collected, how it s used, and to whom it is disclosed.

In assessing information privacy issues the Privacy Committee has reference to information privacy principles or, as they are otherwise known, data protection principles. These principles have been developed regulate the collection, storage, use and disclosure of personal information26  The full text of the data protection principles endorsed by the Committee is set out in the Appendix to this report. The application of the principles which have most relevance to drug testing (i.e. Principles 1-4 and 9-10) is discussed next.

Principle 1: Collection of Information must be Lawful and Fair

Personal information should only be collected for a lawful purpose directly related to a function or activity of the agency. .It should not be collected by unlawful  or unfair means.

The collection of information about drug or alcohol use will only comply with this Principle if it is for a lawful purpose directly related to a function of an employer. Since employers are under a statutory obligation to ensure the health, safety and welfare at work of their employees (see, for example, the Occupational Health and Safety Act 1983) collecting information about drag or alcohol use for workplace safety reasons would probably not breach this Principle.

On the other hand, workplace drug testing by an employer simply in order to regulate the behaviour of employees outside working hours, when this behaviour is not sufficiently related to workplace concerns, would breach this Principle. Nor would it be appropriate for employers to collect information through drug testing in order to help enforce the laws against the use of prohibited drugs.  Law enforcement is not generally the function of employers.

Workplace drug testing involves a means of information collection that may be unlawful or unfair, depending on the circumstances. It could be unlawful if, for example, it involved physical assault. It could be unfair if, for example, an employee was tested without reasonable cause to suspect drug use or impairment by drugs (that is, random testing).

Random testing seriously invades the privacy of everyone required to submit to the test. It presumes guilt, requiring people to prove their drug free status even though there is no reasonable belie or suspicion that they use drugs. It subjects the majority who are not using drugs to intrusive procedures designed to single

out the minority. 

Many of the justifications advanced for workplace drug testing rely on the idea that drug testing deters the use of drugs by employees. The deterrent effect of drug testing, if any, is mast likely to be obtained when widespread random testing is used. Unfortunately this is also the form of drug testing which is most unfair on those tested. 

Where there is "reasonable cause" to believe that a person is impaired by drugs, testing may be easier to justify. Drug testing programs based on reasonable cause can more easily be characterised as necessary and fair and thus more consistent with data protection standards.

Principle 2: Informed Consent
Personal information should normally be solicited directly from the individual concerned At the time the information is collected, the individual should be advised why it is being collected whether provision of the information is compulsory and what other parties will have access to the information.

When drug testing is conducted, personal information is obtained from the analysis of biological samples that usually) have been supplied directly by the individual concerned‑ Personal information may also be obtained by asking the person to be tested about their use of medication.

At the time the information is collected, it is important that the individual be given sufficient information so that he or she is in a position to make an informed choice as to whether or not to supply the requested information. The individual should be advised of the mandatory or voluntary nature of the information collection and the effects on the individual concerned, if any, of not providing the requested information. Some drug testing programs are carried out under the authority of law (e.g. see paragraphs 4.1‑4.6) and participation by employees is clearly compulsory.  Other programs axe a matter of company policy, not law, but participation is effectively compulsory because sanctions axe usually applied if a drug test is refused (see paragraph 5.1).

The person to be tested should also be advised why the test will be done. It would be a breach of information privacy if a person were asked to provide a sample of blood or urine, for example, in the course a routine medical examination, without being advised that the sample would be tested for drugs.

It is also important that, prior to the test being done, the person concerned be advised who will have access to the test results (for example, supervisors, managers, counsellors or other employees).

Principle 3: Data Quality

Agencies should take reasonable steps to ensure that the personal information they collect is relevant, accurate, up‑to‑date and complete and does not intrude to an unreasonable extent upon the personal affairs of the individual concerned

Different drug testing programs may provide for the collection of different categories and amounts of personal information. In the case of some drug testing programs this information can be extensive.

The personal information collected in the course of a workplace drug testing program can include all or any of the following:

· the fact that the person has been tested (or was asked to submit to testing);

· information about why the person was selected far testing;

· the drug test results;

· information about medication taken by the person being tested;27

· information about the consequences of a drug test result (e.g. referral to a treatment program, or the taking of disciplinary measures).

It is essential that only the minimum necessary information is collected.

The information collected must be relevant to a lawful purpose directly related to a function of the employer.

For example, if drug testing is carried out for reasons of workplace safety, the testing‑ may breach data protection principles if it does not result in the collection of information which is relevant to whether people are impaired by drugs while actually at work.   Information from drug testing that only shows that a person has used drugs at some time in the past may not be sufficiently relevant to justify its collection.

Drug testing should only be used if it can be shown to provide accurate information about impairment or drug use. Testing methods which produce unacceptable rates of false test results should not be used.

Principle 4: Data Security

Agencies should ensure that personal information is protected by appropriate security safeguards from loss, unauthorised access or misuse. The information should not be kept for any longer than is necessary the purposes for which it is stored

The information collected as a result of drug testing programs is extremely sensitive, most obviously in the case of information about a person's use of prohibited drugs (whether or not this information is correct).  It must be kept secure until disposed of or destroyed.

Apart from the need to pay attention to physical security safeguards (such as locks and passwords) it is important to recognise that the greater the number of people who are authorised to have access to information, the greater the risk that the information will be wrongfully disclosed.

Principle 9: Using Personal Information

Agencies should not, use personal information for purposes other than for which it was collected except:

· with the consent of the person;

· to prevent a serious threat to a person's life or health;

· as required or authorised by law.

If the information about test results is recorded in a general purpose file, such as a personnel file, there will be an increased risk that the information will be used for purposes other than that for which it was collected.

It would be a clear breach of Principle 9 if a person agreed to take a drug test an the understanding that the results would be used by a company health care worker to assist the person with treatment, only. to have the results used by management for disciplinary action such as demotion or dismissal.

The Privacy Committee is aware of one company's alcohol and other drugs policy which indefinitely bans those with a past record of drug use from some positions of employment,‑regardless of subsequent rehabilitation.

Principle 10: Disclosing Personal Information
Agencies should not disclose information to other parties except:

· with the consent of the person:

· to those parties the individual was informed about when the information was collected;

· to prevent a serious threat to a person's life or health;

· as required or authorised by law. 

The recipient of the information can only use it for the purpose for which it was disclosed

The importance of properly handling drug testing personal information can hardly be overstated. Disclosure to third parties may have serious consequences in relation to the future employment prospects and the social standing of the people tested. 

So far as disclosure of test results to law enforcement agencies is concerned, this should not take place unless specifically required by legislation which includes adequate procedural safeguards.

CHAPTER 6
6.
A CRITICAL LOOK AT DRUG TESTING

It is clear that workplace drug testing can be extremely privacy invasive. Because of this characteristic it is necessary to consider carefully whether it should be carried out at all. Clearly workplace drug testing should not be considered except in circumstances where it can be shown that the benefits of testing are significant enough to outweigh individual privacy interests.

In order to make this judgement it is necessary to assess the benefits that workplace drug testing is capable of providing. Does drug testing live up to the claims that it is a means to improve safety or productivity at work? Is drug testing the best way of pursuing these aims?

Making this assessment requires consideration of a number of issues, including the following

to what extent is drug testing able to identify drug use? (i.e how accurate is it?);

to what extent is drug testing able to identify whether people are affected by drug use? (i.e. can it show impairment?);

is drug testing likely to be of economic benefit as a means of improving safety or productivity?; 

are there alternative less privacy invasive, means of addressing the problems for which drug testing is put forward as a solution?

6.1
How Accurate is Drug Testing?

There are doubts about the accuracy of drug testing by other than laboratories accredited for medico-legal work The analytical techniques used is drug testing of urine include immunoassay, chromatography, and mass spectrometry.28
False Positives
Xmmunoassay is one of the most commonly used workplace drug testing techniques. It has been well established that immunoassay drug testing can lead to a significant number of false positives, that is, results that indicate that a given drug is present when that drug is actually absent in a urine sample, or is present in concentrations below the designated cut-off level.

Cut-off or threshold levels relate to the level of drug metabolites found to be present in a biological sample. A level is set to determine whether a test result is to be considered negative or positive. These levels need to be set, among other reasons, to help eliminate false positives.  If the level is set too low people can test positive from eating certain foodstuffs (such as poppy seeds, which can result m a positive reading for opiates) or from passive smoking of marijuana.

Immunoassay drug testing can also result in people apparently testing positive for prohibited drugs when what they have taken is a common pharmacy medicine. Some common cough mixtures, flu, cold and Never medications can produce a positive result for opiates or amphetamines. This means that information on the medications that a person is using needs to be collected from the person tested in order to interpret correctly the results of the drug test. 

A recent study of the mast common drug screening techniques in the United States showed high rates of false positives. The study's average false positive rate, combining results for five drug types, using immunoassay techniques and thin-layer chromatography, was about 1 to 2 percent The immunoassay techniques used gave false positive rates that averaged 2.2% for cocaine, 1.9% for opiates and 1.4% for marijuana. 30
While at first sight this might seem a low level of false results to contend with, in facts where there are low rates of drub use in the population being tested, a very high proportion of those testing positive will, in fact, be false positives. If only 1% the workforce uses drugs then with a 1% rate of false positives, one in every two positive results could be a false positive.

A drug test ma also produce false negatives, that is, it may fail to detect drugs that are actually present. Far example, m the study referred to above the drug testing techniques also resulted in average false negative rates of about 20%.

Let us assume a workforce of 1000 is tested using immunoassay techniques, 5% of whom had used drugs capable of being detected (50 people).  The test being used has a false positive rate of 2% and a false negative rate of 20%.

The testing could be expected to result in 40 real drug users being identified another 1 drug users would escape notice because of false negative results But 20 people who may not be drug users would test positive and be labelled, at least temporarily, as drug users.

To avoid quite significant numbers of people facing a serious and unjustified threat to their livelihood it is essential that positive findings always be subject to confirmatory testing.

If the proper confirmatory testing is carried out, the chance of a false positive urine or blood test result can be largely eliminated‑ Gas chromatography with mass spectrometry (GC/MS) is the mast sensitive and accurate of the testing technologies and is a preferred methodology of the confirmatory test.31
While this discussion has focussed on urine drug testing any form of drug testing, including alcohol breath testing, has to be properly carried out and subject to confirmatory testing by an alternative, and not less sensitive, method in order to ensure the accuracy of the results. 

Human Error

Whatever analytical technique is used, the drug testing process is vulnerable to human error in the handling and testing of samples. It is possible for samples to be contaminated or misidentified as relating to the wrong person. The chain of custody of the sample from the person's body, to the laboratory and throughout the testing procedure must be documented.

One implication of this is that:

"The livelihoods of those being rested rest upon extreme diligence in routine tasks such as cleaning glassware, axing and retarding labels, reading meters, transcribing numbers, key

punching, and filing”32
Any lapse in the handling of samples or in the associated recordkeeping can lead to errors being made, with serious consequences for those people who were tested.

Accuracy and Cost
Confirmatory laboratory testing, required to ensure reasonable levels of accuracy, is much more expensive than the simpler and less accurate screening tests. For example, immunoassay may be expected to cost about $5-$10 per sample per analysis but chromatography m the order of $70‑$90.33
There is a danger that employers implementing drug testing programs may be tempted to compromise on testing methods and standards because of the costs involved. This would be the case particularly where an employer is carrying out a lot of testing, for example by using universal pre-employment testing.

The people most vulnerable to being wrongly assumed to be drug users through erroneous testing are job. applicants. Will employers bother to provide a sophisticated and expensive urine drug test for someone they are only considering employing, if the inexpensive, easy-to-use test shows the job applicant to be ' “positive”?

Employers should always use the mast accurate methods of workplace drug testing and must not be tempted to compromise for reasons of cost. Legal requirements are needed to ensure this is the case.

Drug Testing Standards

As well as the doubts over the accuracy of particular analytical drug testing techniques, the performance of laboratories contracted to carry out testing may vary.

A system for the accreditation of laboratories. to perform workplace drug testis is needed in order to guarantee adequate testing standards and performance.34. Workplace drug testing should be earned out only by laboratories accredited to an accepted medico-legal standard.

What Drug Use Can Be Detected?

It is not practical for an employer to test for all drugs that might cause impairment or even to test simply for all illegal drugs because of the costs and the inherent limits its of the available analytical techniques. There are simply too many drugs.35
Therefore the ability of drug testing to identify drug users is incomplete. People may just swap then drug usage to a drug that is not being tested for. Drug testing technology may also struggle to keep pace with new drugs, including so-called "designer drugs which have novel molecular structures.

The body excretes different drubs at different rates. For example, the approximate time during which marijuana use can be detected is between 5 and 20 days after use, yet heroin and amphetamines can only be detected for about 2 days after use. Therefore there is a greater chance of identifying marijuana users through random testing than users of many drugs generally considered to be more harmful and to cause greater impairment.

It is also evident that if the goal is to identify all drug users at a workplace frequent and repeated testing would be required.

Another feature of drug testing is that people themselves have different excretion rates and samples will vary according to fluid intake and other conditions so that, even though people being tested may have used the same drugs at the same time, some may test positive and others negative.

To some extent drug testing, and especially pre-employment drug testing, needs to rely on the ignorance of those being tested in order to be effective. If information about drug testing techniques, for example the retention times for various substances, became widely known then drug users who wish to be employed could more easily adopt strategies to avoid detection.

6.2
Drug Testing and Impairment
Perhaps the most fundamental limitation of drug testing is that most current

forms of drug testing can not measure whether someone's work performance is actually impaired by the drug that has been detected. Nor is it possible to detect when they used the drug:

"In general, drug use Testing as currently practiced, when urine is the tested biological specimen, does not provide information about past or present patterns of drug use, abuse, or drug dependence, or about drug-related mental or physical impairment, or other effects, at arty given time.”36
Except in the case of breath alcohol testing all that can generally be concluded is that the person testing positive has been ex posed to the drug in some way or other, whether deliberately or inadvertently. Inadvertent exposure was recently claimed by an apprentice hockey whose positive drug test result was claimed to be attributable to eating a slice of "hash" cake without knowing what it

contained.37
The effects an performance of different levels of alcohol in the blood has been studied extensively. With drugs other than alcohol the concentration of the drug in blood or other biological samples tends to be a poor predictor of impairment. At the moment there is little information which indicates what levels of marijuana, amphetamine, opiate etc. in biological samples show performance impairnaent.38 Moreover there is little prospect of practical blood concentration limits being developed for drugs other than alcaho1.39
The limitations of relating drug test results to degrees of impairment severely restricts its usefulness in safety‑related contexts, a point recently highlighted by the Parliament of New South Wales Joint Standing Committee on Road Safety (the Staysafe Committee). In 1989, the Staysafe Committee recommended an investigation of the feasibility of random drug tests, for drivers of long distance trucks and coaches. The study found that there were many practical problems involved in introducing random drug testing stating that:

· it is not possible based on current knowledge, to define a concentration of a drug in the body fluids above which driving should be prohibited, as, unlike alcohol there is not a consistent empirically supported relationship to driver impairment or road crash rates….

· it would be necessary to prohibit driving with arty detectable amount of specified drug in the body, as random testing far drugs would be aimed at drivers with drugs present in their bodies but who are not yet demonstrating impairment (drivers imp aired by drug use are already able to be tested under existing legislation as a police officer can require drug testing if it is considered, after a negative breath alcohol test, a driver is impaired by some other drugs…

· it would not be practicable to prohibit the use of many drugs by drivers, as marry widely used drugs, legally available through prescription or over-the-counter purchase, are only a threat to road safety when they are used improperly. "40
As urine drug testing cannot show impairment it is hard to see how testing existing or potential employees will significantly improve either safety at work or productivity.

6.3
What are the Economic Benefits of Drug Testing?
It has not been established that workplace drug testing can be of significant economic benefit; for example as a means to reduce accident rates or increase productivity. There are no controlled studies that show that any urine testing program has had a positive impact on safety or productivity 41
These doubts especially apply to some pre-employment testing, where all job applicants are drug tested as a condition of appointment.

A recent American study has shown that where the prevalence of drug use among job applicants is low, pre-employment drug testing is not likely to be economically beneficial for employers. The study's cost-benefit analysis showed that if the prevalence of the drug use identified by the testing was less than 1%, the drug testing program would not be economic. Even if the rate was as high as 9% the program might not be economic, if the cost of testing per urine sample was $95 rather than the $49 assumed by the study.42
In the United States, where many Federal government agencies have extensive drug testing programs, very low rates of positive results are being reported. A recent report by the United States General Accounting Office showed that of 15,648 tests performed on job applicants from April 1990 to September 1990 only 0.61% were positive.43
The Australian College of Occupational Medicine confirms that evidence is weak that pre-employment drug testing can affect on-the-job safety performance or health benefits and claims costs The College notes anecdotal reports from the United States as showing that pre-employment drug testing only picks up the hard core addicts who cannot abstain for more than the few weeks necessary to ensure a "clean" urine specimen.44
The Victorian Occupational Health and Safety Commission has concluded that in the case of drugs other than alcohol there is very little evidence that any significant drug use problem exists in the Australian workforce. Many of the coin antes which have introduced testing have obtained few, or no, positive test results.45
The evidence suggests that companies should not assume that a drug testing program will be economically beneficial. The economic benefits that might accrue from eliminating drug users from their workforce could be outweighed by the costs of testing, particularly if the drug testing program is to meet required standards of accuracy.

6.4
Are There Alternatives to Drug Testing?

Workplace drug testing is privacy invasive. Moreover drug testing suffers from problems relating to the accuracy and relevance of test results and the cost of testing. Given these problems it is necessary to explore whether there are less privacy invasive means of addressing workplace concerns about drug use.

If these other options exist (and if they are, at least, equally effective) they should be preferred, or at least tried first, before drug testing is .considered anal implemented.

Drug testing is clearly not the only way in which the workplace problems caused by the use of alcohol and other drugs can be addressed.

The Australian College of Occupational Medicine emphasises workplace education on the safety and health implications of drug and alcohol abuse and training of supervisors and managers. Managers and supervisors should be trained to recognise performance based indicators suggesting that an employee has an underlying problem, possibly involving drugs, and arrange referral of the employee for assxstance.46
The College states that: .

"The [management of alcohol and other drugs] should establish a supportive working environment which encourages employees with problems related to drug or alcohol abuse to seek assistance and which facilitates effective treatment and rehabilitation "47
The Privacy Committee is aware of some drug testing programs which provide for mandatory drug testing and termination of employment for those who test positive. It is hard to see how such programs could fit in with the supportive working environment recommended by the College.

Employee assistance programs (EAPs) are becoming the preferred model for dealing with substance abuse problems.48
"In the vast majority of cases, methods other than testing are readily available and already operate in well run businesses which appear to have jar greater potential for reducing work related drug and alcohol problems. Good supervision, good rehabilitative procedures when real problems exist, the reduction of work environment problems associated with consumption etc are all likely to have a significant impact an overcoming workplace drug and alcohol problems. "49
6.5
Conclusions
A critical look at workplace drug testing reveals a number of limitations that can be expected to severely restrict its usefulness in many contexts.

Drug testing cannot necessarily identify who is a drug user, as some types of drug testing are prone. to inaccuracy, misinterpretation, and evasion by those being tested.

Even if a person is identified as having used a particular drug the relevant conclusions that can be drawn from that ding are limited. Except in the case of alcohol, drug testing does not indicate what effect, if any, this drug use has on a person's work performance or on workplace safety.

There is little evidence to suggest that workplace drug testing is capable of bringing social benefits sufficient to outweigh its considerable and inherent threat to individual privacy. Furthermore, there are alternative, less privacy invasive, means of addressing the workplace problems caused by the .use of alcohol and other drugs.

CHAPTER 7
7.
IS WORKPLACE DRUG TESTING JUSTIFIED?

This report has discussed the various justifications advanced for the introduction of workplace drug testing These relate broadly to concerns about safety, productivity, health, integrity and honesty.

Bearing in mind the privacy invasive nature of drug testing and the limitations of drug testing techniques, is workplace drug testing nevertheless justified in order to pursue these concerns?

If so, what is the acceptable scope of this drug testing? For example is random testing acceptable? Or drug testing of job applicants?

7.1
Integrity and Honesty
Would employers be justified in implementing drug testing programs to ensure that the employ or continue to employ only law abiding people who do not use prohibited drugs?

In New South Wales the use and possession of certain drugs is prohibited under the Drug Misuse and Tracking Act 1985. As with other aspects of the criminal law, the responsibility for exercising the discretion to investigate and prosecute offences under this Act lies with the Police Service and the Office of the Director of Public Prosecutions.

Investigation and prosecution is subject to the checks and balances of the judicial process, such as the need to obtain warrants and to comply with rules relating to the admissibility of evidence. The case against accused people is objectively assessed by an independent judiciary.

These checks and balances are not generally present when workplace drug testing is used by an employer even though, in practice, the loss of an employment opportunity may be more detrimental to a person than the criminal penalty for a minor drug offence. It should not be the pace of employers to act as the community's law enforcers by seeking out and adversely treating employees or job applicants who use prohibited drugs. Society has not chosen to give the Police any general power to drug test people to see if they use prohibited drugs. Why then should an employer be permitted to exercise such a power?

Are there special cases for which an exception should be made? For example, arguments have been mounted in favour of mandatory drug testing of law enforcement officers involved in controlling the possession and supply of prohibited drugs, on the grounds that if these officers are themselves drug users they may act in a partial or otherwise improper manner.

This rationale for testing could be applied in the case of customs and prison officers as well as police officers.

Where a law enforcement officer is suspected of acting improperly that conduct can and should be investigated. For example, in the case of a police officer, an investigation can be carried out by the Police Internal Affairs branch and action taken against that officer under the Police Service Act 1990, the Police Regulation (Allegations of Misconduct) Act 1978 or under the general criminal law.

There is no evidence available to suggest that drug testing of law enforcement officers is necessary to ensure their integrity. Drug testing or this reason would be difficult to justify, especially where there is no cause to suspect an individual officer of drug use and in the absence of evidence that drug use is prevalent among law enforcement officers.

7.2
Health
Can drug testing be justified on the grounds that it may help. people with drug dependency or other health problems related to drug use, by identifying people who would benefit from counselling or treatment?

Privacy invasive mandatory drug testing is not a good starting point for programs aimed at helping employees take steps to improve their heal.

If an employer is concerned about the health of employees this concern can be addressed tough voluntary. employee assistance programs, which might, for example, incorporate education on the problems caused by alcohol and other drugs and encourage voluntary self-referral for assistance.

Employees should not be required to submit to testing simply in order to determine whether they may be able to be assisted with a drug or alcohol related health problem.

This justification, if accepted, could justify the imposition of universal and mandatory genetic, AIDS or other testing anytime it was considered that such testing might be beneficial to an employee's health. In fact, it is rare for people to be compelled to submit to medical testing.

In any case, drug testing is limited in its ability to show whether a person has a drug or alcohol related health problem or to identify drug or alcohol dependency.

7.3
Productivity

There seems little doubt that some patterns of drug use could have an adverse effect on the efficiency and productivity of individual employees and therefore workplaces as a whole.

It is difficult to estimate the extent of this effect. One recent; and often quoted, study found that in Australia the tangible loss of production through sickness and death attributable to drug abuse was about $3.7 billion annually. The production losses attributable to alcohol were almost four times that resulting from the use of illicit drugs. 50
While it is obvious that drug use is capable of being detrimental to job performance, there is considerable doubt that drug testing can be of much practical assistance in addressing this concern. In practice, any definite relationship between drug test results and likely work performance is difficult to establish.

In particular, drug testing is not capable of making the distinctions between use and abuse, and between heavy and moderate use that would be required to make drug test results relevant to productivity concerns.

In any case, if productivity and efficiency are the concern, then it is productivity and efficiency that should be measured. The work performance of employees can be, and often is, measured in a variety of ways. For example, the quality or quantity of work and work attendance can be measured. It is riot necessary to study the content of their urine or blood.

Concerns about productivity and efficiency are the major rationale presented for pre-employment testing. The idea behind pre-employment testing is that the employer will somehow obtain better employees by eliminating those job applicants who test positive to drugs (despite the fact that those being tested may already have been selected as the best candidates an other criteria).

Pre‑employment drug testing is fraught with practical difficulties, including the problem that inaccurate test results may mean that suitable employees are declined employment and some drug abusers escape detection and are hired.

It is also most unlikely that pre‑employment drug testing will identify those people who engage in the most common form of drug abuse, that involving alcohol. People are unlikely to turn up for a job interview or pre‑employment test under the influence of alcohol.

The Privacy Committee has concluded that it is not reasonable or necessary for employers to seek to pursue concerns about productivity or efficiency through workplace drug testing, whether of existing employees or job applicants.

7.4
Safey
There is no doubt that people who are using drugs may, in same occupations and in some circumstances, constitute an extreme safety risk to themselves and to others. .

Many drugs can have an adverse effect on physical and mental functions required for the proper performance of hazardous activities.  The use of some drugs can result m, for example, impaired co-ordination and reaction time and impaired judgment.

In particular the effects of alcohol on the performance of psychomotor tasks is well established and are the reason for the laws against driving motor vehicles with more than a prescribed concentration of alcohol in the bloodstream.

As well as alcohol, many common prescription and over-the-counter pharmacy drugs are capable of having an averse effect on safety performance. It has been estimated that 44% of the top 32 drugs prescribed by doctors can affect driving.5l
If safety is the primary justification for a drug testing program then testing for legal drugs would also need to be included.

Where drug testing is put forward as a solution to safety problems concerns have been expressed that it may be a dangerous distraction from addressing other, more significant safety issues, such as stress, long working hours, inappropriate or dangerous equipment and toxic materials.52
"Drug testing is a red herring designed explicitly to draw attention away from other causes of health and safety hazards that cause accidents. It is an attempt to shift the burden o responsibility for safety problems onto employees and to hide employer failure to ensure safe and healthy workplaces.53.

The Australian Council of Trade Unions has noted that there are a number of work factors over which the individual employee has little control which will contribute to workplace problems with alcohol or other drug use. These include hazardous work, unrealistic deadlines, lack of job satisfaction, participation and control, inadequate training and supervision, and shiftwork.54
'Alcohol and drugs in the workplace must be seen in the context of the broad responsibility an employer in regard to providing a safe and healthy workplace. Employers who demonstrate a disregard for their responsibilities in this regard should not expect co-operation from the union movement should they seek to focus on the narrow issue of alcohol and drug use.’55
A recent survey by the Federal Office of Road Safety illustrates the complexity of the relationship between drug use and safety. The survey showed that nearly a third of heavy vehicle drivers used "stay awake" drugs. Of these drivers about half reported that drugs were the most helpful method of dealing with the problems of fatigue that their jobs entailed.56
The results of this survey illustrate both that the relationship between drug use and work performance is not always straightforward and that it is important to address the underlying causes of workplace drug use.

Many jobs can pose a safety risk if the people involved are impaired by drugs. However, with the exception of alcohol breath and blood testing, it seems that drug testing is severely limited in its ability to show that a person is impaired to the extent that safety is at risk.

Urine drug testing, in particular, is of limited usefulness in this regard. This form of testing can do little to alleviate safety concerns unless it is deemed that any detectable level of certain substances is unacceptable.

The Privacy Committee concludes that workplace safety is a concern of such importance that, in limited circumstances, drug testing for safety reasons may be justified.

The following chapter of this report sets out the Committee's recommendations on the circumstances in which drug testing, for safety reasons, would be justified.

CHAPTER 8

8.
RECOMMENDATIONS

8.1
What Safety Concerns Can Justify Drug Testing?

The Privacy Committee considers that workplace safety is a concern of such importance that drug testing for safety reasons is justified in certain circumstances.

Obviously there are many jobs which mirbt involve safety risks to employees or to other people if they are not performed with the requisite 'degree of physical and mental skill, and with good judgement.

However the safety risks involved must be real, substantial, foreseeable and direct in order to justify workplace drug testing. It is not enough that in some unlikely set of circumstances a safety risk might arise if the people proposed to be tested were impaired by drugs.

The Privacy Committee considers that workplace drug testing is justified only for those occupations where there are substantial and demonstrable safety concerns at stake. These criteria would be met only by a relatively narrow range of occupations and circumstances.

Examples of such occupations might include, but are not necessarily limited to, airline pilots and others who directly operate some form of mass transportation.

8.2
How Should People be Selected For Drug Testing?
Once occupations with a substantial safety risk have been identified in a workplace, the question then arises who should be tested? The first option is to test everyone within certain categories, for example, all job applicants for safety-critical positions, all existing employees involved in safety-critical roles, or those involved in an accident that has occurred. Other options are to test people at random, or to test people only when there is reasonable cause to believe they are impaired by drugs, or use a combination of these methods.

The primary distinction between the various methods is between "reasonable cause" testing (in situations where there is reasonable cause to believe the person is impaired by drugs) and "random" testing (where there is no prior indication that a person may be impaired by drugs).

Random testing includes drug testing programs where people are selected merely because they. belong to a particular category (such as an em pIoyee in a safety critical position) and drug testing after accidents where there is no reasonable cause to believe drug use xnay.have been a contributing factor. Most pre-employment drug testing programs involve random testing.

Drug testing is privacy invasive in terms of both physical and information privacy. Random testing is the most privacy invasive form of drug testing.  There are many grounds on which objections to random drug testing in the workplace can b a raised. As discussed in Chapter 5, random workplace drag testin, breaches data protection principles. It is intrusive, unfair, and unjustified.

Random drug testing overturns the presumption of innocence and creates a suspect of anybody who is asked to be tested. The police and other government law enforcement agencies are not permitted to perform random drug testing (with some limited exceptions specifically. authorised by legislation). It is not appropriate to allow employers to exercise such intrusive powers without legislative authority.

Additionally, as discussed in Chapter 6, random drug testing (and drug testisg generally) can suffer from problems relating to the accuracy and relevance of test results and the cost of testing.

The Privacy Committee has concluded that the introduction of random drug testing in the workplace is not justifiable. Drug testing should be limited to situations where there is reasonable cause to believe a person is impaired by drugs.

8.3
What Form of Drug Testing Should Be Used?

There is little point in subjecting a person to a drug test on safety grounds unless the test is able to provide useful information about whether or not that person is impaired by drugs.

Workplace drug testing should only be carried out where the drug testing is capable of providing this information.

As discussed at 6.2 of this report, the available evidence suggests that most current forms of drug testing can not measure whether someone's work performance is actually impaired by the drug that has been detected. Nor is it possible to detect when they used the drug.

Workplace drug testisg can be justified only when the form of dru& testing to be used is ca able of identifying the presence of a drug at concentrations which may be capable of causing impairment.

The clearest example of a form of drug te!sting that is likely to comply with this criterion is breath and blood testing for alcohol. Urine chug testing programs would not be likely to meet this criterion.

8.4
Drue Testing Under Legislative Authority

The Privacy Committee has concluded that workplace drug testing programs should be restricted to testing with reasonable cause to believe the person to be tested may be impaired by alcohol or another drug, and that the form of drug testing to be used should be capable of identifying the presence of a drug at concentrations which may be capable of causing impairment (see 8.2 and 8.3 above).

The Committee recognises that there may be activities in relation to which drug use resents safety or other risks of such importance that society may decide random drug testing should be introduced in order to deter drug abuse, as has been the case in relation to drink drivingg. In the workplace context another example is the Transport Administration Act 1988 (NSW) which provides for random breath testing of railway employees who are carrying out or are about to carry out railway safety work. 57
Similarly there there may be activities which present such serious safety risks that no detectable level of drugs is acceptable and therefore urine drug testing is justified in order to identify drug use, regardless of whether on-the-job impairment can be shown.

However it is not appropriate for employers or industry regulatory bodies, on their own initiative, to embark on drug testing programs that provide for random testing or use forms of drug testing that do not show imp airment. If it is desirable to test for drugs in these circumstances then it is for the Parliament to enact legislation specifically authorising it.

Recommendation 1:
Unless specifically authorised by legislation, workplace drug testing should only take place when:

i. a person's impairment by drugs would pose a substantial and demonstrable safety risk to that person or to other people; and

ii. there is reasonable cause to believe that the person to be tested may be impaired by drugs; and

iii. the form of drug testing to be used is capable of identifying the presence of a drug at concentrations which may be capable of causing impairment.

8.5
Should Druff Testing Be Subiect To Legislative Control?
The Privacy Committee has concluded that workplace drug testing is highly privacy invasive, infiinging upon both physical and information privacy interests, and is justified, m the absence of specific legislative authority, only in the limited circumstances set out in Recommendation 1.

At present there is no legal provision protecting job applicants or employees from being forced to a ergo drug testing if they wish to be employed or continue in employment.58
At the very least, pre-employment drug testing and other forms of random workplace drug testing, where there is no reasonable cause to believe that those being tested are impaired by drugs, should be subject to general legislative prohibition.

It would not be a novel legislative initiative to prohibit the use of a form of privacy invasive workplace testing. One precedent is the prohibition on the use of lie detectors in employment contexts contained in the Lie Detectors Act 1983 (NSW).59 This legislation was passed in response to concerns about the intrusiveness and accuracy of this form of testing after the Privacy Committee had highlighted these concerns in a 1979 Background Paper.60

Recommendation 2:

Workplace drug testing should be prohibited by legislation other than when:

i) a person's impairment by drugs would pose a substantial and demonstrable safety risk to that person or to other people; and

ii) there is reasonable cause to believe that the person to be tested may be impaired by drugs; and

iii) the form of drug testing to be used is capable of identifying the presence of a drug at concentrations above accepted cut‑off levels which may be capable of causing impairment.

8.6
What Procedural Safeguards are Required?
Any workplace drug testing program must be subject to procedural standards another safeguards to protect the privacy interests of those who are obliged to submit to them.

No workplace drug testing program should be implemented before procedures are clear established for:

· sample collection, including procedures which preserve the privacy and dignity of the individual to the maximum extent practicable;

· chain of custody procedures to prevent accidental loss or misidentification of samples and to prevent deliberate tampering with or exchange of samples;

· the testing methods to be used for each drug being tested for, including a requirement that all positive drug test results be repeated by the most accurate available method;

· the threshold concentrations for each drug which will determine whether a test result can be considered  "positive";

· the storage and security of personal information collected through the drug testing program;

· the use and disclosure of personal information collected through the drug testing program;

· permitting the individuals tested to obtain access to personal information relating to their drug test; including the result and the conclusions, if any, drawn from the test and to seek correction of this information through repeat testing of the sample

Organisations undertaking drug testing should have a formal written policy to inform people about these procedures and in particular to enable them to easily ascertain:

*
the circumstances in which they may be tested; 

*
the purpose of testing;

*
the drugs that will be tested for;

*
the vanous possible consequences of a drug test result

Workplace drug testing should be made subject to legislative provisions covering these matters.

In addition it may be necessary to introduce a regime for the certification of laboratories to ensure that there are uniform standards covering all aspects of workplace drug testing from the collection and handling of samples through to the use and disclosure of test results.

Recommendation 3:
Workplace drug testing that is permitted should be subject to procedural standards, set out in legislation, to protect the privacy interests of those who are tested.

CHAPTER 9

9.
COMMENT: DRUG TESTING IN SPORT

"Test me for anything you like but I think its getting a bit out of hand" Allan Border, Australian Cricket Captain.6l

9.1
 Sports Drug Testing in Australia

Drug testing has become part and parcel of the modern sports scene, both amateur and professional.

In Australia, concern about the use of drugs in sport led to the establishment of the Australian Sports Drug Agency (ASDA) as a Commonwealth statutory authority. 

The objects of the ASDA under the Australian Sports Drug Agency Act 1990 include:

· to encourage the practice of sport free from the use of drugs, in a manner consistent with protecting the health of competitors, the values of fair play and competition, and the rights of those who take part in sport,

· to encourage the establishment of a centralised drug sampling and testing program that exposes all competitors to sampling and drug. testing, at short notice, at sporting events, during training. and at any other tone; and

· to encourage state and territory governments, and national state and territory sporting organisations, to adopt uniform drug sampling and testing procedures.62
The ASDA selects competitors for testing for drugs prohibited by the International Olympic Committee IOC). These include the use of stimulants, narcotics, anabolic steroids beta-lockers diuretics, peptide hormones and analogues.63  Alcohol and cannabis are not prohibited by the IOC but tests for both may be carried out at the request of an international federation

Procedures for the appointment of drug control officials, the taking of samples, testing and the notification of results are prescribed by the Australian Sports Drug Agency Regulations 1991.

Competitors refusing drug tests or returning positive results face sanctions and penalties imposed by their national sports organisation or by the Australian ports Commission.

In 1990-1991 the ASDA conducted 2656 drug tests of competitors in fifty-one sports, and registered 71 competitors as either refusing to take a test or as testing positive to an IOC listed drug.64
For constitutional reasons the ASDA's drug testing powers are limited to testing Australian sports representatives and competitors .receiving Commonweal assistance.

State governments have agreed to introduce complementary legislation to permit the ASDA to test competitors at state level.6s In New South Wales the government has announced its intention to enact legislation to enable the ASDA, to test New South Wales comperitors.66 The legislation will provide for special drug testing programs which will be reinforced by drug education initiatives.67
The ASDA also carries out drug testing programs, on a user-pays basis, on behalf of professional sporting bodies including the Australian Rugby Football League (the Rugby League) and the Australian Football League.

The Ruby League conducts random testing of its players in liaison with the ASDA. he Rugby League tests for the drugs prohibited by the IOC and also for cannabis.68.  Payers who refuse to submit to a drug test or who test positive can be penalised with suspension and disqualification by the Rugby League's own Drug Judiciary Tribunal.69
The Australian Jockey Club conducts random testing of jockeys and apprentice jockeys under Rule S1A of the Australian Jockey Club Rules of Racing. Those testing positive may be punished by suspension or disqualification from aiding and by fines. The AJC tests for alcohol arid cannabis as well as for amphetamines, benzodiazepines, barbituates, opiates and cocaine.

There may be other spans drug testing practices and policies of which the Privacy Committee is not aware.

9.2
Why Test For Drugs In Sport?
Drug testing in sports contexts is generally no less privacy invasive than it is in the workplace.  It involves similar physical and information privacy intrusions.  Depending on the drugs being tested for, and depending on the reason for testing, drug testing in sport may be subject to the same limitations in relation to the accuracy and relevance of the information obtained. 


In relation to workplace drug testing, the Privacy Committee has concluded that drug testing is only justified when a person's impairment by drugs would pose a substantial and demonstrable safety risk to that person, or to other people.

The Committee has concluded that a number of other justifications advanced for workplace drug testing (including the pursuit of concerns about integrity and honest, health, and productivity) were not sufficient, in themselves, to justify the introduction of drug testing.

What about drub testing in sort? What justifications are advanced for requiring people to submit to drug testing if they wish to participate in sport?

Fair Play

The most prominent justification for drug testing in sport is that the use of drugs capable of enhancing performance is a threat to values of fair play and competition, That is, the use of performance enhancing drugs constitutes cheating.

There seems to be little doubt that some drug use is capable of enhancing enhancing performance at sport and that drugs are used by some competitors for s purpose. It is claimed that drug testing is necessary to prevent and to deter this threat.

Is it justified to require competitors to submit to drug testing in order to ensure that they are sat using performance enhancing drugs? The community has answered that question through its elected representatives.

The Commonwealth Parliament, by establishing the ASDA, and the New South Wales government, by announcing its intention to enact complementary state legislation, have indicated that they believe drug testing in sport is necessary, at least in relation to the drugs banned by the IOC. This type of drug testing in sport is also subject to international agreements and conventzons70
Whether drug testing in sport is effective in ensuring fair play is another question, on which the jury is still out.

Doubts have been expressed about the ability of current testing methods to detect some performance enhancing substances, especially those which already occur naturally in the human body such as human growth hormone and erythropoietin.

A former chief medical officer for the United States Olympic team has written:

"The science of avoiding drug detection is probably as sophisticated as the science of drug testing itself.  From what athletes tell me, l know that the drug‑users continue to be about a lap ahead of the testing initiative in almost all circumstances ',71
The Privacy Committee recognises that drug testing both professional and amateur competitors far performance enhancing drugs is widely practiced both in Australia and overseas.

But why is drug use, in sport perceived to be a major problem? Is it because too great an importance is placed upon sport and upon winning? Is it because of the personal financial rewards that flow from sporting success?

"When only the winners get the real money and the real glory, is it any wonder that athletes feel pressured to do whatever it takes to "get the edge? ''72
Integrity and Honesty
This category of justification for drug testing, which can be seen as overlapping with fair play, includes situations where a sports organisation or employer wants to test in order to assess the personal integrity, honesty or law-abidingness of competitors.

In the sports context it has been argued that some competitors, especially those in high profile, sports, constitute important role modes for young people and these competitors have a moral obligation to remain "drug free". This argument can apply to the use of performance enhancing drugs, to the use of any illegal drug, such as cannabis, or to the abuse of legal drubs. Of course people in other walks of life may also be seen as "role models . Should rock musicians and actors also be drug tested? Where is the line to be drawn?

The Privacy Committee has concluded that workplace drug testing simply in order to assess the integrity or honesty of employees is not justified. Drug testing .for this purpose is no more justified in the case of testing sports competitors. It is not the role of sports organisations to act as competitors' moral guardians or to become involved in detecting offences under the drug laws.

The Australian Rugby Football League tests its players for cannabis. Eight of the twenty positive tests rendered by ruby league players from June 1 90 to June 199 were for cannabis.73  The Rugby League's drug testing policy states:

“Marijuana is an illegal drag which impairs appropriate performance and as such the League reserves the right to test for the use of this drug”.74
The reason for testing for cannabis seems to rest, at least in part? on the simple fact that the drug is illegal.  The Privacy Committee does not believe that this is a sufficient reason far testing. It is not appropriate for sports administrators to police sports competitors by seeking out and punishing those that may use illegal drugs.

This conclusion finds support from the Rugby League players themselves, 72% of wham do not agree with the Rugby League's policy of testing far recreational drugs.75
Health
A commonly advanced Justification for drug testing in spars is that some sports related drug use can be harmful to the heal of competitors.

The Commonwealth Senate's Standing Committee on Environment, Recreation and the Arts has reported that, in the course of its inqui9alt' to drugs, it received substantial evidence concerning the health problems can occur from the abuse of sports drugs, particularly anabolic steroids and diuretics.76  Some sport related deaths have resulted from the use of amphetamines under conditions of maximum physical activity.77
The Privacy Committee has concluded that workplace drug testing simply in order to determine whether people may be able to be assisted with a drug-related health problem is not justified.

The Committee concludes that mandatory drug testing simply for health reasons is no more justified in the case of testing sports competitors than it is in the workplace.

Impaired Performance

Same sports organisations have taken the position that they are justified in testing for drugs which may impair performance, for example alcohol and cannabis.78

The rationale seems to be that sporting organisations (and perhaps sponsors and spectators as well) have an interest in good competition and that drug testing is justified in order to help ensure this. The concern is similar to the concerns about "productivity" or 'efficiency" which arise in relation to workplace drug testing generally.

The Privacy Committee has concluded that workplace drug testing simply in order to pursue concerns about productivity or efficiency is not justified. Drug testing in sport for drugs that impair sports performance is also not justified.

Testing for cannabis on the basis that it may impair performance (a reason for cannabis testing which is advanced by the Rugby League) is not justified. Players can and should be judged on their performance at training and on the field of competition. There is no need to test biological samples: In any case, as previously noted in this report, drug testing is not a reliable indicator of current impairment.

Some people might consider the extent of concern about the use of cannabis shown by the Rugby League to be somewhat incongruous (especially if sports performance is at issue) graven that the sport is prominently sponsored by manufacturers of legal drugs, like alcohol and tobacco, which are harmful if abused.

Safety
Sometimes safety concerns are put forward as justifying drug testing in sport. These concerns can apply to the use of performance enhancing as well as performance impairing drugs.

The Senate Standing Committee concluded that one reason performance enhancing drugs should not be used was that:

"in the case of contact sports, persons rendered overly‑aggressive through the use of anabolic steroids or stimulants can cause injury to opponents. "79
Can drug testing in sport be justified by reference to safety concerns?

Far example the Australian Jockey. Club (AJC) tests jockeys for a range of drugs, including cannabis and has informed the Committee that jockeys are tested primarily for safety reasons. Race riding is considered to be a most hazardous occupation and the AJC is anxious to ensure that those competing do so with as little risk as possible

Following its recommendations in relation to workplace drug testing 80 the Privacy Committee concludes that drug testing in sport for safety reasons is justified only when:

· a person's impairment by drugs poses a substantial and demonstrable safety risk to that person or to other people; and

· there is reasonable cause to believe that the person to be tested may be impaired by drugs; and

· the form of drug testing to be used is capable of identifying the presence of a drug at concentrations which may be capable of causing impairment.

Taking the AJC's drug testing policy as an example, even if it is accepted that race riding is particularly hazardous and even if testing were to be corned out only where there is reasonable cause, urine drug testing does not provide enough information about levels of impairment.

The AJC recently suspended an apprentice jockey for three months after he returned a positive cannabis drug test. The test result was reported as being the "smallest reading possible”.81 Drug test results of this nature have little or no practical relevance to safety concerns.

9.3
Conclusion
The Privacy Committee .does not oppose drug testing in sport which is authorised by legislation. Testing for performance enhancing drugs has legislative recognition and has been accepted by competitors and the wider community as being necessary to ensure fair play in sport.

Sports competitors should not otherwise be required to submit to drug testing except for reasons of safety.

9.4
Recommendation

Drug testing in sport, other than that specifically authorised by legislation, is justified only when:

i. a person's impairment by drugs would pose a substantial and demonstrable safety risk to that person or to other people; and

ii. there is reasonable cause to believe that the person to be tested may be impaired by drugs; and .

iii. the form of drug testing to be used is capable of identifying the presence of a drug at concentrations which may be capable of causing impairment.
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APPENDIX

Privacy Committee's Recommended Data Protection Principles

Principle 1

Manner and purpose of collection of personal information

1. Personal information shall not be collected by a collector for inclusion in a record or in a generally available publication unless:

(a) the information is collected for a purpose that is a lawful purpose directly related to a function or activity of the collector; and
(b) the collection of the information is necessary for or directly related to that purpose.

2. Personal information shall not be collected by a collector by unlawful or unfair means.

Principle 2

Solicitation of personal information from individual concerned

1. Personal information shall be solicited directly from the individual concerned except where the individual authorises otherwise, or where personal 'information may be disclosed to the collector in accordance with these Principles or a Code of Practice under this Act.

2. Where:

(a) a collector collects personal information for inclusion in a record or in a generally available publication; and

(b) the information is solicited by the collector from the individual concerned;

the collector shall take such steps (if any). as are, in the circumstances, reasonable to ensure that, before the information is collected or, if that is not practicable, as soon as practicable after the information is collected, the individual concerned is informed of.

(c) the purpose for which the information is being collected;

(d) if the collection of the information is authorised or required by or under law - the fact that the collection of the information is so authorised or required;

(e) the mandatory or voluntary nature of the information collection and the effects on the individual concerned, if any, of not providing all or any part of the requested information;

(f) the existence of the right of access to and rectification of the data relating to the individual ,

(g) the name and address of the recordkeeper;

(h) any person to whom, or any body or agency to which it is the collector's usual practice to disclosure personal information of the kind so collected, and (if known by the collector) any person to whom, or any body or agency to which, it is the usual practice of that first mentioned person, body or agency to pass on that' nformation.

Principle 3
Solicitation of personal information generally

Where.

(a) a collector collects personal information for inclusion in a record or in a generally available publication; and

(b) the information is solicited by the collector;

the collector shall take steps (if any) as are, in the circumstances, reasonable to ensure that, having regard to the purpose for which the information is collected;

(c) the information collected is relevant to that purpose, not excessive, and is accurate, up to date and complete; and

(d) the collection of the information does not intrude to an unreasonable extent upon the personal affairs of the individual concerned.

Principle 4

Storage and security of personal information

A recordkeeper who has possession or control of a record that contains personal information shall ensure that the personal information is:

(a) stored for specified, explicit and lawful purposes and used in a way consistent with those purposes;

(b) adequate, relevant, and not excessive in relation to the purposes for which it is stored;

(c) processed fairly and lawfully;

(d) kept for no longer than is necessary for the purposes for which the information is stored;

(e) personal information is protected, by such security safeguards as it is reasonable in the circumstances to take, against loss, against unauthorised access, use, modification or disclosure, and against other misuse; and

(f) if it is necessary for the personal information to be given to a person in connection with the provision of a service to the recordkeeper, everything reasonably within the power of the recordkeeper i5 done to prevent unauthorised use or disclosure of the information.

Principle 5

Information relating to records kept by recordkeeper

1. A recordkeeper who has possession or control of records that contain personal information shall, subject to clause 2 of this Principle, take such steps as are, in the circumstances, reasonable to enable any person to ascertain:
(a) whether the recordkeeper has possession or control of any records that contain personal information; and 

(b) whether the recordkeeper has possession or control of such a record relating to that person; and

(c) if the recordkeeper has possession or control of a record that contains such information:

i)
the nature of that information;

iii
the main purposes for which the information is used; and

iii)
the steps that the person should take if the person wishes to obtain access to the record.

2. A recardkeeper is not required under clause 1 of the Principle to give a person information if the recordkeeper is required or authorised to refuse to give that information to the person under the applicable provisions of any law of New South Wales that provides for access by persons to documents.

3. A recordkeeper shall maintain a record setting out:

(a) the nature of the records of personal information kept by or on behalf of the recordkeeper;

(b) the sources of personal information contained in those records;

(c) the purpose for which the information was collected and the authority for that collection;

(d) the purpose for which each type of record is kept;

(e) the classes of individuals about whom records are kept;

(f) the period for which each type of record is kept;

(g) the persons who are entitled to have access to personal information contained in the records and the conditions under which they are entitled to have that access; and

(h) the steps that should be taken by persons wishing to obtain access to that information.

4. A recordkeeper shall:

(a) make the record maintained under clause 3 of this Principle available for inspection by members of the public; and

(b) give the Commissioner, in the month of June in each year, a copy of the record so maintained.

Principle 6

Access to records containing personal information

1. Where a recordkeeper has possession or control of a record that contains personal information, the individual concerned shall, without excessive delay or expense, be entitled to have access to that record, except to the extent that the recordkeeper is required or authorised to refuse to provide the individual with access to that record under the applicable provisions of any law of New South Wales that provides for access by persons to documents.

Principle 7

Alteration of records containing personal information

1. A recordkeeper who has. possession or control of a retard that contains personal information shall take such steps (if any), by way of making appropriate corrections, deletions and additions as are, in the circumstances, reasonable to ensure that the record:

(a) is accurate; and

(b) is, having regard to the purpose for which the information was collected or is to be used and to any purpose that is directly related to that purpose, relevant, up-to-date, complete and not misleading.

2. Where personal information has been corrected, deleted or added to in accordance with clause 1, the individual concerned shall be entitled to have recipients of that information notified of the alterations by the recordkeeper.

3. The obligation imposed on a recordkeeper by clause I is subject to any applicable limitation in a law of New South Wales that provides a right‑to require the correction or amendment of documents.

4. Where:

(a) the recordkeeper of a record containing personal information is not willing to amend that record, by making a correction, deletion or addition, in accordance with a request by the individual concerned; and

(b) no decision or recommendation to the effect that the record should be amended wholly or partly in accordance with that request has been made under the applicable provisions of a law of New South Wales;

the recordkeeper shall, if so requested by the individual concerned, take such steps (if any) as are reasonable m the circumstances to attach to the record any statement provided by that individual of the correction, deletion or addition sought.

Principle 8

Reeordkeeper to check accuracy etc. of personal information before use

A recordkeeper who has possession or control of a record that contains personal information shall not use that information without taking such steps (if any) as are, in the circumstances, reasonable to ensure that, having regard to the purpose for which the information is proposed to be used, the information is relevant accurate, up to date and complete.

(Commonwealth Principle 9 has been deleted as it is effectively incorporated into Principle 8 by addition of the word "relevant". Commonwealth Principle 9 states:

A recordkeeper who has possession or control of a record that contains personal information shall not use the information except for a purpose to which the information is relevant).

Principle 9

Limits on use of personal information

1. A recordkeeper who has possession or control of a record that contains Fersonal information shall not use the information for a purpose other than that or which it was collected and which was specified m accordance with Principle 5 unless:

(a) the individual concerned has consented to use of the information fog that other purpose;

(b) the recordkeeper believes on reasonable grounds that use of the information for that other purpose is necessary to prevent or lessen a serious and imminent threat to the life or health of the individual concerned or another person; or

(c) use of the information for that other propose is required or authorised by or  under law

(Parts (d) and (e) of the Commonwealth's 1PP 10 have been deleted. Derogations from the statements of principle should be dealt with in either the Codes of Conduct or specific legislative provisions relating to the recordkeeper).

Principle 10

Limits on disclosure of personal information

1. A recordkeeper who has possession or control of a record that contains personal information shall not disclose the information to a person, body or agency (other than the individual concerned) unless:

(a) the individual concerned has been informed under Principle 2, that information of that kind is usually passed to that person, body or agency;

(b) the individual concerned has consented to the disclosure;

(c) the recordkeeper believes on reasonable gr ounds that the disclosure is necessary to prevent or lessen a serious and
threat to the life or health of the individual concerned or of another person;

(d) the disclosure is required or authorised by or under law.

2. A person, body or agency to whom personal information is disclosed under clause 1 of this Principle shall not use or disclose the information for a purpose other than the purpose for which the information was given to the person, body or agency. 

Parts 1(d) and (e) and 2 of the Commonwealth's EPP 11 have been deleted for the same reason as deletions were made to the previous principle.

New Principle 11

1. Notwithstanding Principles 9 and 10 information relating to ethnic or racial origin, political o inions, religious or philosophical beliefs, trade union membership, heal or sexual life shall not be used or disclosed by a recordkeeper without the express written consent, freely given, of the individual concerned.

2. Information relating to an individual's criminal history may‑only be processed as required or authorised by law or a Code of Practice under this Act.

